Notice of Psychologist Privacy Practices of

Thomas Graf, Ph.D., private practice at
101 N Shoreline Blvd, Suite 325, Corpus Christi, TX 78401

THIS NOTICE DESCRIBES HOW PSYCHOLOGICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE
REVIEW IT CAREFULLY.

I. Uses and Disclosures for Treatment, Payment, and Health Care Operations

I may use or disclose your protected health information (PHI), for treatment, payment, and

health care operations purposes with your consent. To help clarify these terms, here are

some definitions:

e “I"refers to Dr. Thomas Graf.

e “PHI” refers to information in your health record that could identify you.

e “Treatment, Payment and Health Care Operations”
- Treatment is when I provide, coordinate or manage your health care and other
services related to your health care. An example of treatment would be when I
consult with another health care provider, such as your family physician or another
psychologist.
- Payment is when | obtain reimbursement for your healthcare. At this time I do not
bill insurances though.
- Health Care Operations are activities that relate to the performance and operation
of my practice. Examples of health care operations are quality assessment and
improvement activities, business-related matters such as audits and administrative
services, and case management and care coordination.

e “Use” applies only to activities within my office such as sharing, employing, applying,

utilizing, examining, and analyzing information that identifies you.
e “Disclosure” applies to activities outside of my office, such as releasing, transferring, or
providing access to information about you to other parties.

II. Uses and Disclosures Requiring Authorization

[ may use or disclose PHI for purposes outside of treatment, payment, and health care
operations when your appropriate authorization is obtained. An “authorization” is written
permission above and beyond the general consent that permits only specific disclosures. In
those instances when I am asked for information for purposes outside of treatment,
payment and health care operations, I will obtain an authorization from you before
releasing this information. I use electronic medical records that are stored and used
according to the highest standards of electronic security at this time. Use of electronic
medical records and scheduling are the main possible exposure that trigger the need to
require protection and safekeeping of your PHI.




You may revoke all such authorizations of PHI at any time, provided each revocation is in
writing. You may not revoke an authorization to the extent that I have relied on that
authorization.

III. Uses and Disclosures with Neither Consent nor Authorization
I may use or disclose PHI without your consent or authorization in the following
circumstances:

= Child Abuse: If I have cause to believe that a child has been, or may be, abused,
neglected, or sexually abused, I must make a report of such within 48 hours to the Texas
Department of Protective and Regulatory Services, the Texas Youth Commission, or to
any local or state law enforcement agency.

= Adult and Domestic Abuse: If [ have cause to believe that an elderly or disabled
person is in a state of abuse, neglect, or exploitation, [ must immediately report such to
the Department of Protective and Regulatory Services.

= Health Oversight: If a complaint is filed against me with the State Board of Examiners
of Psychologists, they have the authority to subpoena confidential mental health
information from me relevant to that complaint.

¢ Judicial or Administrative Proceedings: If you are involved in a court proceeding and
arequest is made for information about your diagnosis and treatment and the records
thereof, such information is privileged under state law, and I will not release
information, without written authorization from you or your personal or legally
appointed representative, or a court order. The privilege does not apply when you are
being evaluated for a third party or where the evaluation is court ordered. You will be
informed in advance if this is the case.

= Serious Threat to Health or Safety: If | determine that there is a probability of
imminent physical injury by you to yourself or others, or there is a probability of
immediate mental or emotional injury to you, I may disclose relevant confidential
mental health information to medical or law enforcement personnel.

= Worker’s Compensation: If you file a worker's compensation claim, I may disclose
records relating to your diagnosis and treatment to your employer’s insurance carrier.

IV. Patient's Rights and Psychologist's Duties
Patient’s Rights:

e Right to Request Restrictions -You have the right to request restrictions on certain
uses and disclosures of protected health information about you. However, [ am not
required to agree to a restriction you request.

e Right to Receive Confidential Communications by Alternative Means and at Alternative
Locations - You have the right to request and receive confidential communications
of PHI by alternative means and at alternative locations. (For example, you may not
want a family member to know that you are seeing me. Upon your request, [ will
send your bills to another address.)

e Right to Inspect and Copy - You have the right to inspect or obtain a copy (or both)
of PHI in my mental health and billing records used to make decisions about you for



as long as the PHI is maintained in the record. I may deny your access to PHI under
certain circumstances, but in some cases you may have this decision reviewed. On
your request, [ will discuss with you the details of the request and denial process.

e Right to Amend - You have the right to request an amendment of PHI for as long as
the PHI is maintained in the record. I may deny your request. On your request, I will
discuss with you the details of the amendment process.

e Right to an Accounting - You generally have the right to receive an accounting of
disclosures of PHI for which you have neither provided consent nor authorization
(as described in Section III of this Notice). Again, the list will not include uses or
disclosures to which you have already consented, i.e., those for treatment, payment,
or health care operations, sent directly to you, or to your family; neither will the list
include disclosures made for national security purposes, to corrections or law
enforcement personnel, or disclosures made before April 15, 2003. After April 15,
2003, disclosure records will be held for six years. On your request, [ will discuss
with you the details of the accounting process.

e Right to a Paper Copy - You have the right to obtain a paper copy of the notice from
me upon request, even if you have agreed to receive the notice electronically.

e Right to Choose How I Send Your PHI to You - It is your right to ask that your PHI be

sent to you at an alternate address (for example, sending information to your work
address rather than your home address) or by an alternate method (for example, via
email instead of by regular mail). I am obliged to agree to your request providing
that I can give you the PHI, in the format you requested, without undue
inconvenience. I may not require an explanation from you as to the basis of your
request as a condition of providing communications on a confidential basis.
[ will respond to your request for an accounting of disclosures within 60 days of
receiving your request. The list I give you will include disclosures made in the
previous six years unless you indicate a shorter period. The list will include the date
of the disclosure, to whom PHI was disclosed (including their address, if known), a
description of the information disclosed, and the reason for the disclosure. I will
provide the list to you at no cost, unless you make more than one request in the same
year, in which case I will charge you a reasonable sum based on a set fee for each
additional request.

e Right to Get This Notice by Email. You have the right to get this notice by email.

V. HOW TO COMPLAIN ABOUT MY PRIVACY PRACTICES

If, in your opinion, I may have violated your privacy rights, or if you object to a decision I
made about access to your PHI, you are entitled to file a complaint with the person listed in
Section VI below. You may also send a written complaint to the Secretary of the Department
of Health and Human Services at 200 Independence Avenue S.W. Washington, D.C. 20201. If
you file a complaint about my privacy practices, I will take no retaliatory action against you.



VI. PERSON TO CONTACT FOR INFORMATION ABOUT THIS NOTICE OR TO COMPLAIN
ABOUT MY PRIVACY PRACTICES

If you have any questions about this notice or any complaints about my privacy practices,
or would like to know how to file a complaint with the Secretary of the Department of
Health and Human Services, please contact me at: Thomas Graf, PhD, 101 N Shoreline Blvd,
Suite 325, Corpus Christi, TX 78401, 361 537 0861, drgraf@therapysecure.com. You may
also send a written complaint to the Secretary of the U.S. Department of Health and Human
Services. I can provide you with the appropriate address upon request.

VII. NOTIFICATIONS OF BREACHES

In the case of a breach, Dr Graf is required to notify each affected individual whose unsecured
PHI has been compromised. Even if such a breach was caused by a business associate, Dr
Graf is ultimately responsible for providing the notification directly or via the business
associate. If the breach involves more than 500 persons, OCR must be notified in accordance
with instructions posted on its website. Dr Graf bears the ultimate burden of proof to
demonstrate that all notifications were given or that the impermissible use or disclosure of
PHI did not constitute a breach and must maintain supporting documentation, including
documentation pertaining to the risk assessment.

VIIL. PHI AFTER DEATH

Generally, PHI excludes any health information of a person who has been deceased for more
than 50 years after the date of death. Dr Graf may disclose deceased individuals' PHI to non-
family members, as well as family members, who were involved in the care or payment for
healthcare of the decedent prior to death; however, the disclosure must be limited to PHI
relevant to such care or payment and cannot be inconsistent with any prior expressed
preference of the deceased individual.

IX. Individuals' Right to Restrict Disclosures; Right of Access

To implement the 2013 HITECH Act, the Privacy Rule is amended. Dr Graf is required to
restrict the disclosure of PHI about you, the patient upon request, if the disclosure is for the
purpose of carrying out payment or healthcare operations and is not otherwise required by
law. (This does not apply because I will not bill insurance.) The PHI must pertain solely to a
healthcare item or service for which you have paid the covered entity in full. (OCR clarifies
that the adopted provisions do not require that covered healthcare providers create
separate medical records or otherwise segregate PHI subject to a restrict healthcare item
or service; rather, providers need to employ a method to flag or note restrictions of PHI to
ensure that such PHI is not inadvertently sent or made accessible to a health plan.)

The 2013 Amendments also adopt the proposal in the interim rule requiring Dr Graf, to
provide you, the patient, a copy of PHI to any individual patient requesting it in electronic
form. The electronic format must be provided to you if it is readily producible. OCR clarifies
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that Dr Graf must provide you only with an electronic copy of their PHI, not direct access to
their electronic health record systems. The 2013 Amendments also give you the right to
direct Dr Graf to transmit an electronic copy of PHI to an entity or person designated by the
you. Furthermore, the amendments restrict the fees that Dr Graf may charge you for handling
and reproduction of PHI, which must be reasonable, cost-based and identify separately the
labor for copying PHI (if any). Finally, the 2013 Amendments modify the timeliness
requirement for right of access, from up to 90 days currently permitted to 30 days, with a
one-time extension of 30 additional days.

X. Notice of Privacy Practices (NPP)

Dr Graf's NPP must contain a statement indicating that most uses and disclosures of
psychotherapy notes, marketing disclosures and sale of PHI do require prior authorization
by you, and you have the right to be notified in case of a breach of unsecured PHI.

Psychologist’s Duties:

e [amrequired by law to maintain the privacy of PHI and to provide you with a notice of
my legal duties and privacy practices with respect to PHL

e Ireserve the right to change the privacy policies and practices described in this notice.
Unless I notify you of such changes, however, | am required to abide by the terms
currently in effect.

e Iflrevise my policies and procedures, I will provide you with a written copy of the
revised notice by mail.

XI. Effective Date, Restrictions and Changes to Privacy Policy

This notice went into effect on 8/1/2021 with my starting to use electronic medical records.

In accordance with State Law regulating the practice of psychology, I will limit the uses or
disclosures that | make as follows: Contrary to HIPPA, that are federal regulations, the
Texas Psychology Board Regulations require me to obtain written consent from you or the
patient’s legal representative prior to disclosing PHI for the purpose of communicating
about the patient’s treatment. Therefore I will not disclose the patient’s PHI other than for
collection, administration, or as otherwise mandated by law without your written
permission.

I reserve the right to change the terms of this notice and to make the new notice provisions
effective for all PHI that [ maintain. [ will provide you with a revised notice by mail.



